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Abstract; The SM2 digital signature algorithm is the Chinese version of the Elliptic Curve
Digital Signature Algorithm (ECDSA). Although the design of the algorithm is mathemati-
cally safe, it is vulnerable to physical attacks when the algorithm is implemented. There-
fore, it is of great significance to strengthen the attack resistance of SM2 digital signature
algorithm in the implementation process. Based on the idea of fault infection, this paper

proposes an anti-fault attack strategy for SM2 digital signature algorithm, which changes
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the scalar operation in the algorithm so that the fault will spread in the signing process after

the algorithm is attacked, thereby destroying the conditions for attackers to quickly retrieve

the signature private key by using incorrect signatures. Experimental results show that the

proposed defense strategy can not only resist weak curve fault attacks but also defend

against combined attacks of weak curve faults and secondary fault injection. In addition,

we also implement the common point detection anti-fault attack strategy in elliptic curve al-

gorithm and the fault infection prevention strategy proposed on Field Programmable Logic

Array ( FPGA) and compare the hardware area overhead and single signature time

overhead of the two strategies, and the results show that the proposed strategy is superior to

the point detection-based strategy in hardware performance.

key words;SM2 digital signature algorithm ;weak elliptic curve ; FPGA implementation ;

against fault attack
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