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Abstract ; Currently , network security and information security problems have become in-
creasingly serious.Intrusion detection is a network of information security technology to de-
tect computer network system for the intrusion, hackers generally use the operating system
fingerprinting tools to detect computer system,and thus analyze vulnerabilities and security
risks , attacking the network server and personal computer intrusion. Therefore, this article
introduces comprehensively two operating system identification tools of POF and NMAP | re-
searches and analyses their works in depth through comparative analysis of the functions
and performance of POF and NMAP , uses POF performance and accuracy to modify the

source code of POF, design high-performance, high-accuracy operating system detection
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tool,in order to satisfy the needs of accurate obtaining the operating system information in

large data environments.

key words: intrusion detection ; operating system detection ; fingerprint identification systems;

POF ; Nmap ;socket programming
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Fig.3 Single instance of POF performance test
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