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A Survey of Artificial Inmune Theory - based
Computer Defense Technology
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Abstract; According to the research status of the Artificial Immune Theory being applied

in the field of computer security, this paper mainly introduced the Artificial Immune Sys-

tem and its computational models. Then combined with Artificial Immune principle, a train-

ing algorithm of B cell detector and T cell detector has been presented. At last the detector

was tested by experiment and the future research direction was pointed out.
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Fig.1 The architecture of artificial immune system
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Fig.2 The set of normal data
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Fig.3 The training process of detector



42 B REEER( HRBER)

2009 49 A

=l ‘!“{
é

JEOGHLIL10] L 1
vvvvv 10110110081 £ 10M10010101 1006111
n

SRRERUSRERERRRANNREND

0N IGING [1OTUVIOL 102 10C1001 10000001 11 10010010101 1000 11100101200
110 n
11291000131 1030108
051001 19001 To000010¢
1010 11DIG1301
101110401110000
0001100000011 11000 1011 1118110003 { 1100300001008 111100111 4E0L18108

O111110161010! 100100211 10001
151001050 11}

WE T GHACRACHBERABRERNES

| )

FEEEEEEEEEREEEEEEX X EEEEEE “5

| NN RN RSN NERE ERERCRERNAN

)
[

4 BABRKRNMBS T HBKRAR
Fig.4 The B —cell and T - cell detector
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Fig.5 The operating result of detector
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