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Personal Information Protection in Epidemic Prevention and Control

From the perspective of covid-19 event contingency

XIAO Wei-hua, DAI Lei
( University of South China, Hengyang 421000, China)

Abstract: In a particularly major public health emergency triggered by the CoviD-19 outbreak, Personal information plays a very
important role in the effective prevention and control of epidemics in a timely manner, but there are also some problems of personal in-
formation leakage and infringement. Therefore, it is necessary to balance personal information collection and processing with personal
information protection. First, in the process of epidemic prevention and control, personal information collection should be clearly differ-
ent from personal data, and cannot be protected simply by the rules of protecting network data; different from the private law norms of
general principles of civil law, personal information collection based on informed consent does not need personal consent, and individu-
als must provide personal information truthfully. At the same time, the subject of personal information collection has to keep confiden-
tial or desensitize sensitive information related to personal privacy. Second, in the process of epidemic prevention and control, personal
information processing should follow the principle of unified leadership and territorial principle, and use personal information for the
purpose of maintaining public health interest. Sensitive information should be separated, and the use of personal information should be
published by special functional departments in a timely manner. The principle of minimum proportion should be strictly followed, and
the use scope should be controlled within the scope necessary for the use purpose. Third, laws and regulations such as Infectious Disea-
ses Prevention Law , Emergency Response Law , Regulations on Emergency Response to Public Health Emergencies have too abstract and
poor operability for the collection and processing of personal information in epidemic prevention and control. Network Security Law can-
not replace the legislation on personal information protection, so a unified law on personal information protection needs to be formulated
according to the principle and proportion of openness and transparency principles, personal information security management principles,
the principle of taking private rights as the center and considering public interests, and establish and improve the legal system of per-
sonal information protection.

Key words: public health emergencies; epidemic prevention and control; personal information



